ATSTR-3UAGT BT ABgre

IRA SCTIC SWHTA &3 arell faed &1 dRT Q9 2| MY (Y AlSd, HREX IMfE & Argd |
ST ¥ S & © | SO WIRaR WY & IR H ST AT 3aedd 81 T & | [Igaievor &
gedrd dfbT sl H fSRied ofFaT # arcafde gfg g5 © A1 &1 9rey dger wsH Al 9e1 & | fava
faAl 10 PRIe UEHI BT SIEl AR, WgaR 3P bl WRi W R T T R g1 FHEHA

frpTer # ol 2|

3. ASR IWT D TSR

1. ol SFSRI TRET (- ARER AWM YD HIER [ Aldsdd cdd H Fae &R YD o)

SR O — T URIgs, U Sfdc @re dfec &re @ WHeR 3nfe | 39 afeT
BT ST 2 |

2. BRFT - SO ATSeaR JTUREN SMUBl Bofl SHA AT e A9d & ol 9Ray Rod 9o, B
AdD Fel & ol g9 S H Seal 3 O & | 39 Adall IHA AT HeIT BT M fofl STHaRy
S UGBTI ATH, S8 Me.Sl, Udl, o fafY, URIas, d6 Wrdr TwR, Adigal T B T=R,T.3.
A Sfdec @I dr dfse dre F7R, UALTH Sfdc HIe dl Bfsc dlre TR &I Jellsy{ hle
M FRIBR BT SEHRINT HIAT BT 2 |

3. IRRY ACH (- AER JRE §B W AR 3MTD HRex / AMZd -ead R Hold § fordd
SHD! HRLAAT YAIId Bl 8, SHH IIIRA I, o 814, dlioid 84 AN HRISR DI BT
B UgaT Fad 2 |

4. FeRR gl - AHCdIR B Tdhdl dIR &R & <F W dI47 4 G5k Higq g | 909
ATCIIR el ST el dRal o R | @ I el W WRE &1 Al § del MUY DI
SUBRYT W b A B a8l B |

5. Woil 96 BT ;- MUBI SiTell $HA, T IT HIETS blcl YT 8T Sl 3T §b o o foras
IMIH YBT WY & s TEIgH dre R IR UNae & IMaeashdl & iR I 98 SHar
Tl €1 A1 3MUBT Ble 1 & ST IT 3MMUBT WTdT §¢ BT ST 31qdT MR TFR bl ST
B IFT BRI aeTd & AT (bl fofd IR fFddd R o < | Iie W &b g gRr O
TSGR BT 9l 39 T8 el A1 Sl 3R YoIdR 39 UBHR DI IHBRI Bl ge3-Ic AT BITdTd
IT A B HEIH I IR A B
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¥, R geeie ot SrRiumER (Secure Internet Banking Practices)

TE A PN -
o 37T Hdl ¥ BIsel SISTAIS |
e UMMM fdSl gRT SAR ST S[AATS |

o & W J9ATST BT 3T HRISY W AUCIIR FITA B DI AN |
o BT I ®wHg® foi / Hawr foids WR ftah |
a8 PN -
o Ul ISl TSR , Urdds &l GRied e, Sfde @1s, Bfee @6 e Bl &1 7 9ari gd
Aol STFeRY 9 & J99SoR (TH.AE.Y BT STANT HY AT FRGIRE B ) # G |
o BRRATA dhIdh, U HaR Td FRIEM ISR BB N |

¥, PAéa gde sriwvmelt (Secure Email Practices)

E-mail TR 31T Attachments &1 Eleid dad ATae™ & |
i
o UG, HRUL, M SHA 91 e & =1 Wiet Td 7 & I o[a9 < |
o 37T IHA H fa¥ T Irsa fois Sy, fafsar wR et |
e 3TUAT Ude fH¥l BT 9 ATy |
TE BN .-
o UHIS Hold IR 3T UrdS H Heacy, RARS Ud Wl FHNae Bl THAIL 8 qAT UTde

F A1 fHdl A IR T B | UGS 8 I 10 DI BT T A AT 2 | FB AR BIC TAT {B
gs 8l | (Use strong password)

o TAH YR HI AT HR[EI WAl &1 A1i2A | (Use separate computer accounts for each
user)
o YOI Bl WA e 3iMeH & IUINT 1 =M= | (Use screen locking)

o I 3 3R 1T 3 Red ¥ & T A | H=AT1 a1z | (log On and Off)

o HdgTIel Sel BIgd AT 8BS ST TRA Bl TP H W THRAT I fdar &1 | (Seriously
consider encrypting sensitive data file or entire HDD, especially for Mobile/ laptops )

o el Bg RICH W Security Event Logging @1 Enabled <& | (Enable security event

logging)
o IR [ fRT o wWftg W FHex RieA oI < @ | (Shut down the system at the end of
the day)
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Q. TATH B FME w=er

I8 T PR -

H AT 3o UEIGH dre Ud A it 1 it 9 € | 0 0 Wﬁ?ﬁmﬁl—g’:ﬂﬁ:{?@l
& BIS U BT BT ARHNT T Hadr &1 df f Frs a1 o 7 |

Pre W AT Pre & UYIY (01 O Fav 7 ford |

fH=fY T Y ST ureIas /U $9ge 7 <@ |

S foF o7 HidTge o} anfe Bl uRidas /U @ BT H 7 91| 3 T | SIH S
ST FhdT B |

3TTAT BTS AU UTH R <G, BIS &I Hal f & 1 7 B |

vATH 9 & dey # Ui Bl SH &1 S 9 < | 39 R YA wEr e §

M R TALTH P A1 9 a1 OTP / CVV FaR 3Nfe &1 dIs STHBRI fhdl &f 7 < |

TELTH BT SYANT HRA FHIA IS Afdd AT FReTl TS A WAl WIBR 7 B | b Bl B
B |

TE PN .-

3+ U9 (Sf9aTa gga™ |7 ) &l I16 W Ud 31 91 HIfdd JHIN $hl A< X < |

09 FaR Al R & I JRA 09 HSR Bl T B |

U7 R U 89 @ TeEra SS9 Ydcide @ Ud Aol U [ 94ef |

BIS BT U8l STANT TIALTH R H | 39 (94T Wige 3% Hal (PoS Fefte)) IR w18 B =8}
BT |

QELUH SFae BT SMS T GiAeT UTa &R+ & ol db H U1 gq / |al Aidigel FdR 3faed
UGSl T4, i B ofa &l D! o el |

G H IS BIg ARG BIS oad Bl & Al d9b DI JRd JUd B | I8 3MMUD PHls A
ST Y81 &GTerS) BT b H Hag hdl o |

afg mud!l fxd Utud &= | dfery onT fR@rg <0 § 1@l 3Mud! U1 o Tl & af U T,
TH H o 7 ®N A7 UdEr &N | USIUA ¥ oFed @ AAI IS ARl ¥ IFaedd g |
P} qT Afery Tl & Arae 2 |

TEIGH ¥ oo I% B @ 916 Dls Hag AT FART IA 8 Sl 2 Al oFad &l R
PR BT g T |

U9 &5 AR |qHI qUT AT R d1fds 3TaeT U9 Big o 7 o |

TEILUH Blie 9 Ugel &l Ud BIS ol 7 ¥ |

ATM BIST & TS I8 TIdHT IR o [ Bl Sl & A R s foid B BT 8 |

HIIT GEARRIT TR B @Ige % T § BIS BT 18U 3MId AT &1 fbar a7 g |

e MUt TELTH BIS A TAT € AT AR Bl AT & d gRa S BT foRe 3dld 9 W D
TR | 39 B Sl B TR W Bl X UG YAl 9@ AT BT Gad o |

IfS MUd Hrs PI YA FATG & Sl © AT MY WAl §¢ HRA & df TILTH Hls Bl IR
THel H 39 UBR BIc OTAd aaid ug! < 8 9 |

TITH ¥ 1 At BIs fEargal/ ugl o farg < a1 qRd 4% @I Giod dY i I8 D
STCT BT R [ A1 AFs T B3 & o a1 11 oy &1 Faam 2 |
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. @Wise 3% Ad (PoS):-

PoS TTEHI Bl RN THT B, IMEROT B, ARV B d FiATT <l &1 I8 Th Micro ATM I &

Hhdl %\rl 5%1*-1' Udh electronic device Sl % ST ATM Debit Card, Credit Card P OIRY fhdl O =fdd @

A WHR PRI 2| 3HA (U U AT G DI AMERIHAT o1 ol | Fesr 3 FoRar 72
BT | PoS H Payment online BT €, S Tax &I ARl Td YR &I b § AT Agg e g
PoS & TRAINT W YR SrRfIdRell &I BIIGT 81T & Ud 9T cash @ QTR fHar ST AdhdT B |

Ig T PN -

g 3B Aol H AR enter IR T THMGR BT 7 g |
0 FeR gHMaR ®I 7 qar, WA enter BN |

TE BN -

ATM Debit Card, Credit Card IO AT oigc IMh el H Swipeaﬁl
Mobile SR §& @I & A1 foid W Td sms Pl IS Bl gfﬁm BT active W& dIfs oI9ed &

XA U W AD HGgel WR UG Ha?l A HEl of-ad DI grd e 8 9 |

U7 &S AR A9 Ul | G dlfds TaeT U9 By < 7 o |

I 3MUDT AN Bl B 6 BIS g A smues U & @ R e € O U B 9 A
U B FeX X U4 gk BT ¥ T e ufae ax | 999 2 6 el o e 8 Uiy
T D! GReTl & for e ¢ |

IS MY AATRTE e & ol B & $RATT ) <8 8 al ugal AR o= o &
AMIPBT HIe HHCH ¥ S.UAAL Y (Europay, MasterCard and Visa) dralT 81 | I8 facer
TR Rord §6 gRT SR 6 T &
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T g-aad _(e-Commerce):-
e-Commerce Il S—FTATT Fex-C IJNAAT SIS~ Pl AGe W FUR Fdleld Bl Ub HAEIH & SIH
RIS, f9PT & oretrar 3 WaRd faererer Bt 8, SN TELUH P &1 ST &) IRCTC tickets
booking, mobile recharge, payment of Electicity bill, movie tickets, a¥q Ud 3= W\ 38
B B b o | O S oFed BT dgerar el vd et o fifeT vd xexEa § 89 o
@t H HH R |
i A o
o FTS THR Ud gad WD 3ifdha Y (card verification value) f=il Y @afad & IR 7 & |
o fHl NI = A fFy T GUET Bid, SHA Fa F 99 Sl HHAINT] AAAT M
TS STHHRT IR B BT Hed Bl |
o Bl JguTEC BT GRET B! id [ 997 gevie WR blg Faaeiiel Gaar = < |

o IR MU favard 78 2 % I8 § A B & A T8 A WY BUN F WD B e B
BT BRI PN |

TE BN .-
e I — dfolc IT WIRTH Tl BT ITART BN |

9% G JaR, Pre, U7 f$Sd o MU= [ | yids MIfAd idvTa # gRafida &-d 2 |

YT G B LcHe DI AT ®T I S B |

3O HIaTSd HRER W antivirus IR TS ATAIIR BT YANT |

TS T R W=t fiie o7 A & ggr a1y |

o IMRT & U Sella’l TIeH, UMRI, 3R PR &1 & 19| wd §ME dleq &1 Aifcal 3R
IR BT STEHRI ALY YT P~ |
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1. Alared &t (Mobile Banking):-
Alcdd] @ SR <9 H DI B fheadd dg4 9 vd fSRiea sfear ™ & garfad grex 3 meH!

TTe AT TR BT AR QT 81 AR §fhT 9gd QR ¢ | Aldsd d9fbT & TIRY dfh
GfEr JrEdl B Old qP UgH T & Bl W WHM WG W dbR g$—dg YA, enquiry Td

fund transfer %=1 & ol ARTl BT d& S & STo)d 78l 2| Age dfbT gler 24 *7 =) w
SECCERERI

Ig T PN -

1.

2.

3.

4.

JUAT ok MMsel, 6 WAl B TR AR aRIgs (MPIN/TPIN) ¥ Hefdd SHeRT U9 i
@ fSaIsST § 71 G | B Terd greil # Hidrge S H YD JHAM 8 Fobdll & |
MR Pl 3MMUd HIEISA I cdd el el °T 38T 8 I oiaTd ¥ B dls Wls AT e e I

HiaTsel SfPT BT SYIRT 7 B | 3R AT BRd © ol SISl AR Bl JATHT 97 I8l 8 |

U d UHISC AT A SfhT | Hafdd I/ AfdaTd STeT Bl text message @& SIRY Wol
BT T Tt BN |

AR AR B TR 91T R & R 4T 3Ud B9 H SIET SRABY B Adhd & | $aferd IS
BTl M TR IIdaid B § ATae=T [ |

TE PN -

1.

Asd dfHT | AT TH SIS B dd @l Jedrse www.cgbank.in 1T T ©IRER
¥ “CRGB m-Tej “ &1 gAm@ &Y | BT I HRIR JeA18C BI U Bl Fa9 WA IRIPbl o

BT JRTRUA https H Y BT 2| Ig1 s &1 Aded RIRIR I BT 8 IR I8 JoIRva RiaaR
ATHeH R BRI BT YA BT 2 |

A% AIS SfhT BT AT BN b ford BT oilh BT YA B |

3. Mpin T&@ Tpin & SIF&RT MO I |

o o

USRI GUeddR hT YIANT 6N 9T I IS YW difed ATcldIR 3MMfe IR—RE A HidIgd &l
GT ST A |

AT dfbT | FEEd HRI & ygard JRa ANIRISE B |

oFad @ T¥ETd enquiry option # SR deid dd @ |

I MY 7Y HIGSd B BT SUANT HiGTgel afbT & ol BT & df B BT ol B & AT

T BT AT IIde ¥ dfh |
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