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Lkkbcj&vijk/kkas dh jksdFkke 
Hkkjr baVjusV bLrseky djus okyk fo’o dk rhljk ns’k gSA vki vius eksckby] daI;wVj vkfn ds ek/;e ls 

baVjusV ls tqM+s jgrs gSaA blfy;s lkbcj vijk/k ds ckjs esa tkuuk vR;ar vko’;d gks x;k gSA foeqnzhdj.k ds 

Ik’pkr cSafdax baMLVªh eas fMftVy ysunsu esa vR;f/kd o`f} gqbZ gS lkFk gh lkFk lkbcj dkzbe Hkh c<+k gSA foxr 

fnuksa 10 djksM+ xzkgdksa dk MkVk pksjh] lkbcj vVSd dh [kcjksa ij iwjh nqfu;k u;s fljs ls bldk lek/kku 

fudkyus esa yxh gSA  

 

v- Lkkbcj vijk/k ds izdkj  

1. futh tkudkjh pqjkuk :- lkbcj vijk/kh vkids daI;wVj / eksckby usVodZ esa izos’k dj vkidh futh 

tkudkjh tSls – usVcSafdax ikloMZ] vkids MsfcV dkMZ dzsfMV dkMZ dh tkudkjh vkfnA bls gSsfdax Hkh 

dgk tkrk gSA 

2. fQf’kax :- blesa lkbcj vijk/kh vkidks QthZ bZesy ;k lans’k Hkstrs gSa] tks Hkkjrh; fjtoZ cSad] fdlh 

izfrf"Br daiuh] vkidh cSad] vk Wu ykbu ’kkfiax daiuh ds  rjg feyrs tqyrs uke ds jgrs gSa] vxj vki 

lrdZ ugha gSa rks buds >kals esa tYnh vk tkrs gSaA bu udyh bZesy ;k lans’k dk vk’; futh tkudkjh 

tSls  vkidk uke] bZesy vkbZ-Mh] irk] tUe frfFk] ikloMZ] cSad [kkrk uEcj] eksckby ;k Qksu uEcj],-Vh-

,e MsfcV dkMZ rFkk dzsfMV dkMZ uEcj] ,-Vh-,e MsfcV dkMZ rFkk dzsfMV dkMZ uEcj dk osyhMs’ku dksM 

vkfn pqjkdj mudk nq:Ik;ksx djuk gksrk gSA  

3. ok;jl vVSd :- lkbcj vijk/kh dqN ,sls lk¶Vos;j vkids daI;wVj / eksckby usVodZ ij Hkstrs gSa ftllsa 

mldh dk;Z{kerk izHkkfor gksrh gS] blesa ok;jl oeZ] VktZu gklZ] ykftd gklZ vkfn daE;qVj dks dkQh 

gkfu igqapk ldrs gSaA 

4. lk¶Vos;j ikbjslh :- lk¶Vos;j dh udy rS;kj dj lLrs nke ij cspuk Hkh lkbcj dkzbe gSA blls 

lk¶Vos;j lgh dke ugha djrk Fkk dE;qVj esa j[kk vU; MkVk Hkh [kjkc gks tkrk gS rFkk vkids dherh 

midj.k Hkh Bhd ls dke ugha djrsA 

5. QthZ cSad dky :- vkidks tkyh bZesy] lans’k ;k eksckby dky izkIr gks tks vkids cSad tSlk yxs ftlesa 

vkils iwNk tk;s fd vkids ,-Vh-,e dkMZ uacj vkSj ikloMZ dh vko’;drk gS vkSj ;fn ;g tkudkjh 

ugha nh rks vkidk dkMZ Cykd gks tkosxk ;k vkidk [kkrk can gks tkosxk vFkok vk/kkj uEcj dks flfMax 

djus mDr tkudkjh vko’;d gS ;k fdlh fyad ij fDyd dj lwpuk nsaA ;kn j[ksa fd cSad }kjk ,slh 

tkudkjh dHkh Hkh bl rjg ugha ekaxh tkrh vkSj Hkwydj bl izdkj dh tkudkjh dks baVjusV ;k Qksudky 

;k eSlst ds ek/;e ls ’ks;j u djsaA 
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c- lqjf{kr baVjusV cSafdax dk;Ziz.kkyh (Secure Internet Banking Practices) 

;g u djsa  :- 
 vKkr L=ksrksa ls Qkby MkmuyksMA 

 ikWivi foaMks }kjk Mªk;oj bR;kfn MkmuyksMA 

 fdlh Hkh osclkbV dks vius dE;qVj ij lk¶Vos;j baLVky djus dh vuqefrA 

 fdlh Hkh Qslcqd fyad / lans’k fyad ij fDydA 

;g djsa :- 

 viuh futh tkudkjh ] ikloMZ dks lqjf{kr j[ksa] MsfcV dkMZ] dzsfMV dkMZ uacj fdlh dks u crk;sa ,oa 

futh tkudkjh usV ds oscczkmtj (,l-,l-,y dk mi;ksx djsa ;k buLdzhI’ku QkeZ ) esa j[ksaA 

 QkW;joky rduhd] izkDlh loZj ,oa lqjf{kr jkmVj dkUQzhxs’ku djsaA 

 

l- lqjf{kr bZesy dk;Ziz.kkyh (Secure Email Practices) 

         E-mail ij vk, Attachments dks [kksyrs oDr lko/kkuh cjrasA  

;g u djsa  :- 
 vukisf{kr] vdkj.k] vKkr bZesy fcuk iqf"V ds u [kksyas ,oa u gh mudk tokc nsaA 

 vKkr bZesy esa fn;s x;s vKkr fyad tksDl] fofM;ks ij fDydA  

 viuk ikloMZ fdlh dks u crk,aA 

;g djsa  :- 
 ikloMZ etcqr cuk;sa vFkkrZ ikloMZ esa djsDVj] U;wefjd ,oa LIks’ky djsDVj dk lekos’k gks rFkk ikloMZ  

dHkh Hkh fdlh ls ’ks;j u djsaA ikloMZ 8 ls 10 vadksa dk LVªkax ekuk x;k gSs A dqN v{kj NksVs rFkk dqN 

cMs+ gksaA (Use strong password) 

 izR;sd ;wtj dk vyx dE;wVj [kkrk gksuk pkfg;sA (Use separate computer accounts for each 

user) 
 ;wtlZ dks Ldzhu ykWd vkWi’u dk mi;ksx djuk pkfg;sA (Use screen locking) 

 ykWx vku vkSj ykWx vkQ flLVe esa fn;s x;s esuw ls djuk pkfg;sA (log On and Off) 

 laosnu’khy MkVk Qkby ;k gkMZ fMLd Mªkbo dks badzhIV djus ij xaHkhjrk ls fopkj djsaA (Seriously 

consider encrypting sensitive data file or entire HDD, especially for Mobile/ laptops ) 

 lqj{kk gsrq flLVe ij Security Event Logging dks Enabled j[ksaA (Enable security event 

logging) 
 dk;Z / fnu dh lekfIr ij daI;wVj flLVe ’kV Mkmu djsaA (Shut down the system at the end of 

the day) 
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n- ,-Vh-,e dk lqjf{kr iz;ksx 

;g u djsa  :- 
 dHkh Hkh viuk ,-Vh-,e dkMZ ,oa fiu fdlh dks Hkh u nsa A dHkh Hkh viuk fiu ilZ ;k cVqvk esa u j[ksaA 

;fn dksbZ vius dks cSad dk vf/kdkjh Hkh dgrk gks rks Hkh dkMZ ;k fiu u nsaA  

 dkMZ ij ;k dkMZ ds ihNs viuk fiu uacj u fy[ksaA 

 fdlh dks Hkh viuk ikloMZ@fiu bauiqV u ns[kus nsasaA 

 tUe fnu ;k eksckby uacj vkfn dks ikloMZ@fiu ds :Ik esa u cuk,aA bls vklkuh ls vuqeku yxk;k 

tk ldrk gSA 

 viuk dkMZ vius ikl lqjf{kr j[kas] dkMZ dks dgha Hkh dHkh Hkh u NksM+sA 

 ,-Vh-,e fiu ds laca/k esa izkIr fdlh bZesy dk tokc u nsaA bls fQf’kax iz;kl dgk tkrk gSA 

 VsyhQksu ij ,-Vh-,e dkMZ ;k fiu ;k OTP / CVV uacj vkfn dh dksbZ tkudkjh fdlh dks u nsaA 

 ,-Vh-,e dk mi;ksx djrs le; vutku O;fDr ;k lqj{kk xkMZ ls lgk;rk Lohdkj u djsaA cSad dks Qksu 

djsaA 

;g djsa  :- 
 vius fiu ¼O;fDrxr igpku la[;k ½ dks ;kn j[ksa ,oa vU; lHkh HkkSfrd izek.kksa dks u"V dj nsaA 

 fiu uacj uksV djus ds Ik’pkr rqjar fiu esyj dks u"V djsaA 

 fiu uacj izkIr gksus ds Ik’pkr mls ,DVhosV djsa ,oa rRdky fiu uacj cnysaA 

 dkMZ dk igyk mi;ksx ,-Vh-,e ij djsaA blds fcuk IokabV vkQ lsy ¼PoS e’khu½ ij dkMZ dk;Z ugha 

djsxkA 

 ,-Vh-,e ysunsu dk sms dh lqfo/kk izkIr djus ds fy;s cSad esa viuk orZeku / lgh eksckby uacj vo’; 

iathd`r djkosa] rkfd gj ysunsu dh vkidks lwpuk feyasA 

 [kkrs esa ;fn dksbZ vukf/kd̀r dkMZ ysunsu gksrk gS rks cSad dks rqjar lwfpr djsaA ;g vkids dkMZ ls dh 

tk jgh /kks[kk/kM+h dks jksdus esa enn djrk gSA 

 ;fn vkidks fdlh ,-Vh-,e {ks= esa lafnX/k yksx fn[kkbZ nsrs gSa vFkok vkidks ,slk yxrk gS rks ,sls ,-Vh-

,e esa ysunsu u djsa ;k izfr{kk djsaA ,-Vh-,e esa ysunsu ds le; vutku yksxksa ls vuko’;d ckrphr u 

djsa rFkk lafnX/k xfrfof/k;ksa ls lko/kku jgsaA 

 ,-Vh-,e esa ysunsu ’kq: djus ds ckn dksbZ lansg ;k leL;k mRiUu gks tkrh gS rks ysunsu dks fujLr 

djus dk cVu nck;asA 

 fiu ntZ djrs le; iw.kZ lko/kkuh j[kas rkfd vkidk fiu dksbZ ns[k u yasA 

 ,-Vh-,e NksM++us ls igys uxnh ,oa dkMZ ysuk u HkwysaA 

 ATM NksM+us ds igys ;g iDdk dj ysa fd dkMZ Mkyus ds LFkku ij ykbV fCyad dj jgh gksA 

 d`Ik;k lqfuf’fpr djsa dh IokbaV vkQ lsy esa dkMZ dk Lokbi vkids lkeus gh fd;k x;k gSA 

 ;fn vkidk ,-Vh-,e dkMZ xqe x;k gS ;k pksjh gks x;k gS rks rqjar mls gkV fyLV vFkkZr ml ij jksd 

yxok;saA bl gsrq Vksy Qzh uEcj ij dky djsa ,oa viuh cSad ’kk[kk dks lwfpr djsaA 

 ;fn vkids dkMZ dh vof/k lekIr gks tkrh gS ;k vki [kkrk can djrs gSa rks ,-Vh-,e dkMZ dks pkj 

VqdM+ksa esa bl izdkj dkVsa ftlls pqacdh; iÍh +u"V gks tkosA 

 ,-Vh-,e ls tqM+h ;fn dksbZ fMokbt/ iÍh vkfn fn[kkbZ ns rks rqjar cSad dks lwfpr djsa D;kasfd ;g vkids 

MkVk dks pqjkus / ;k jksdM + xk;c djus ds fy;s fd;k x;k iz;kl gks ldrk gSA 
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;- IokbaV vkQ lsy (PoS):- 

PoS xzkgdksa dks jkf’k tek djus] vkgj.k djus] varj.k djus dh lqfo/kk nsrh gSA ;g ,d Micro ATM Hkh gks 

ldrk gSA blesa ,d electronic device gksrh gS] tks ATM Debit Card, Credit Card ds tfj;s fdlh Hkh O;fDr ls 

Hkqxrku Lohdkj djrh gSA blls vius ikl uxnh j[kus dh vko’;drk ugha gksrhA fpYgj dh leL;k ugha 

gksrhA PoS esa Payment online gksrk gS] blfy;s Tax dh pksjh ,oa Hkz"Vkpkj dks jksdus esa Hkh enn feyrh gSA 

PoS ds iz;ksx ls Hkkjrh; vFkZO;oLFkk dks Qk;nk gksrk gS ,oa fcuk cash ds O;kikj fd;k tk ldrk gSA  

;g u djsa  :- 
 IokabV vkQ lsy esa jkf’k enter djus gsrq nqdkunkj dks u dgsaaA 

 fiu uacj nqdkunkj dks u crk;sa] Lo;a enter djsaA 

;g djsa  :- 
 ATM Debit Card, Credit Card  vius lkeus IokabV vkQ lsy esa Swipe djsaA 

 Mobile uacj cSad [kkrs ds lkFk fyad j[ksa ,oa sms dk vyVZ dh lqfo/kk dks active j[ksa rkfd ysunsu ds 

rqjar i’pkr ls vkids eksckby ij izkIr lans’k ls lgh ysunsu dh rqjar iqf"V gks ldsA 

 fiu ntZ djrs le; iw.kZ lko/kkuh j[kas rkfd vkidk fiu dksbZ ns[k u yasA 

 ;fn vkidks vglkl gksrk gS fd dksbZ vU; O;fDr vkids fiu dks oWkp dj jgs gSa rks ,d gkFk ls fiu 

isuy dks dOgj djsa ,oa nwljs gkFk ls fiu uacj izfo"V djsaA laHko gS fd vkidks FkksM+h f>>d gks] ijarq 

;g vkidh lqj{kk ds fy;s vko’;d gSA 

 ;fn vki varjjk"Vªh; ysunsu ds fy;s dkMZ dk bLrseky dj jgs gksa rks igys lqfuf’fpr dj ysa fd 

vkidk dkMZ eSxusfVd LVªhi bZ-,e-oh- phi (Europay, MasterCard and Visa) okyk gks A ;g funsZ’k 

Hkkjrh; fjtoZ cSad }kjk tkjh fd;s x;s gSaA  
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j- bZ-dkWelZ ¼e-Commerce½:- 

e-Commerce  ;k bZ&O;olk; baVjusV vFkok bysDVªkfud dh enn ls O;kikj lapkyu dk ,d ek/;e gS blesa 

[kjhnh] fcdzh ds vykok vU; lsok;sa fo|eku jgrh gS] tSlss ,-Vh-,e dkMZ dk mi;ksx dj  IRCTC tickets 

booking, mobile recharge, payment of Electicity bill, movie tickets] oLrq ,oa vU; lsok;sa vk Wuykbu 

dz; dj ldrs gSaA ftlls dS’kysl ysunsu dks c< +kok feysxk ,oa uksVksa dh fizafVax ,oa j[kj[kko esa gksus okys 

[kpksaZ esa deh vk;sxhA 

;g u djsa  :- 
 

 dkMZ uEcj ,oa blds ihNs vafdr lhohoh (card verification value) fdlh Hkh O;fDr ls ’ks;j u djsaA 

 fdlh Hkh O;fDr n ~okjk fd;s x;s yqHkkous dk Wy] bZesy lans’kksa ls cpsa tks deZpkfj;ksa vFkok vU; 

O;fDrxr tkudkjh ’ks;j djus dks dgrs gksaA 

 fdlh osclkbV dh lqj{kk dh tkap fd;s fcuk baVjusV ij dksbZ laosnu’khy lwpuk u nsaA 

 ;fn vkidks fo’okl ugha gS fd ;g bZ esy dkuwuh gS ;k ugh arks lh/ks daiuh ls laidZ dj iqf"V djus 

dh dksf’k’k djsaA 

 

;g djsa  :- 
 

 bZ – okWysV ;k IykfLVd euh dk mi;ksx djsaA 

 cSad [kkrk uacj] dkMZ] fiu fMVsy dks xksiuh; j[ksaA ikloMZ fu;fer varjky esa ifjofrZr djrs jgsaA 

 vius [kkrs ds LVsVesaV dks fu;fer :Ik ls tkap djsaA 

 vius eksckby dE;wVj ij antivirus  vkSj ,aVh ekyos;j dk iz;ksx djsaA 

 vkuykbu ’kkWfiax ij Qkbuy fizaV dks lko/kkuh ls i< +uk pkfg;sA 

 ’kkWfiax ds iwoZ fMyhojh Vkbe] izHkkjksa] vkMZj fujLr djus ds fu;e ,oa lkeku ykSVkus dh uhfr;ksa vkSj 

okjaVh dh tkudkjh vo’; izkIr djsaA 
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y- eksckby cSafdax (Mobile Banking):- 

 uksVcanh ds nkSjku ns’k esa dS’k dh fdYyr c< +us ls ,oa fMftVy bafM;k vfHk;ku ls izHkkfor gksdj vke vkneh 

“uxn jfgr vFkZO;OkLFkk“ dh vksj c<+k gSA eksckby cSafdax cgqr lqjf{kr gSA eksckby cSafdax ds tfj;s cSafdax 

lqfo/kk xzkgdksa dh tsc rd igqap x;h gSA dksbZ Hkh lkeku [kjhnus ls ysdj cMs +&cMs+ Hkqxrku] enquiry ,oa 

fund transfer djus ds fy;s yksxksa dks cSad tkus dh t:jr ugha gSA eksckby cSafdax lqfo/kk 24 *7 ?kj ij 

miyC/k jgrh gSA 

;g u djsa  :- 
 

1. viuk ;wtj vkbZMh] cSad [kkrksa dh tkudkjh vkSj ikloMZ (MPIN/TPIN) ls lacaf/kr tkudkjh vius Qksu 

ds fMokbt esa u j[ksaA fdlh xyr gkFkksa esa eksckby tkus ls vkidks uqdlku gks ldrk gSA 

2. vxj dgha vkids eksckby dks usVodZ ugha fey ik jgk gks rks ykyp esa Qzh okbZ QkbZ ;k gk WV LikV ls 

eksckby cSafdax dk mi;ksx u djsaA vxj ,slk djrs gSa rks MkVk pksjh dh vk'kadk cuh jgrh gSA 

3. vius cSad ,dkmaV ;k eksckby cSafdax ls lacaf/kr xqIr@O;fDrxr MkVk dks text message ds tfj;s Hkstus 

dh Hkh xyrh u djsaA 

4. lkbcj pksj Qksu ij ckr djus ds nkSjku Hkh vkids Qksu ls MkVk VªkalQj dj ldrs gSaA blfy;s vutku 

dkWy vkus ij ckrphr djus esa lko/kkuh j[ksaA 

;g djsa  :- 
 

1. eksckby cSafdax ls lacf/kr ,Ii MkmuyksM djus cSad dh osclkbV www.cgbank.in vFkok xqxy IysLVksj 

ls “CRGB m-Tej “ dk pquko djsaA fdlh Hkh flD;ksj osclkbV dks igpkuus dk lcls ljy rjhdk gS 

bldk ;wvkj,y https ls ’kq: gksrk gSA ;gka s dk eryc flD;ksj ls gksrk gS vkSj ;g ;wvkj,y flD;ksj  

lkWdsV~l ys;j dusD’ku dk iz;ksx djrk gSA 

2. lsQ eksckby cSafdax dk bLrseky djus ds fy;s Ldzhu yk Wd dk iz;ksx djsaA 

3. Mpin ,oa Tpin dh tkudkjh xksiuh; j[ksaA  

4. ,aVhok;jl lk¶Vos;j dk iz;ksx djsa rFkk mls viMsV j[ksa rkfd ekWyos;j vkfn ok;jl ls eksckby dks 

lqjf{kr j[kk tk ldsA 

5. eksckby cSafdax ls lacaf/kr dk;Z ds i’pkr rqjar ykxvkmV djsaA 

6. ysunsu ds Ik’pkr enquiry option esa tkdj csyasl pSd djsaA 

7. ;fn vki vius eksckby Qksu dk mi;ksx eksckby cSafdax ds fy;s djrs gSa rks Qksu dks ykWd djus ds lkFk 

,Ii dks Hkh ikloMZ ls ykWd j[ksa A 

 


